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Communications Subcommittee Proposal 
2018 HAVA Election Security Funds 
 

Proposal #1: Invest in improvements for securing information sharing with counties 

As election officials continue to be the targets of phishing attacks, it is proposed that the Office of the 

Secretary of State develops or contracts with a third party vendor to secure sensitive information and 

data exchanges between counties and the Office. This may take many forms, including enhanced email 

security (removing hyperlinks, adding a disclaimer to emails sent and received, etc.), and developing a 

secured portal where links and other sensitive information is to be shared. Such improvements have 

already been implemented in a number of Minnesota counties, this would expand upon that and secure 

the information coming from the Secretary of State office as well.  

Proposal #2: Enhancing website security and accessibility 

The Office’s public website (https://www.sos.state.mn.us) is the Office’s primary public information 

channel. It is a place voters go to find their polling place, learn their rights as a voter, and more. 

Strengthening the security of this website is vital to ensure that the information being distributed to the 

public on the website is reliable and accurate, and secure from those who wish to spread disinformation 

and potentially cause voter suppression. For these reasons, it is proposed that the Office invest in 

additional security measures to enhance the security of the website. This proposal compliments the 

cybersecurity subcommittee proposal of investing in software that would validate the code of the 

website to ensure its accuracy and security.   

Additionally, it is proposed that the Office makes all pages of its website accessible to those who may 

have a disability. In addition to making the desktop website accessible, it is proposed that the Office 

invest resources to make all webpages mobile-friendly. This will allow all Minnesotans to have equal 

access to the same reliable and accurate information, regardless of how they visit the website or any 

disabilities they may have.  

Proposal #3: Recruiting and training election judges 

It is proposed that the Office of the Secretary of State dedicate additional resources to assist counties 

and cities in recruiting election judges and conducting additional election judge training related to 

accessibility at the polling place, using e-poll books, and cybersecurity in general. Election judges are at 

the front lines of our elections, having them equipped with the latest training on issues relevant to 

today’s elections will ensure elections continue to run smoothly and voters continue to receive the 

assistance needed.  
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